SC Mifare Plug-In
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Introduction to Mifare

MIFARE is based on the International Standard ISO/IEC 14443 Type A.

MIFARE is used for contactless smart card systems. MIFARE typically has a maximum read and write distance of
10cm. It is highly secure and reliable as there are no moving parts and no battery involved in the operation of
MIFARE.

MIFARE 1k features

e  MIFARE 1k has a storing capacity of 1 KB of information (768 Bytes).
e Unique serial number of 4 Bytes

e 2 x48 bit keys per sector for key hierarchy.

e Data Retention is around 10 years.

e 16 sectors (or tracks), each sector contains 4 blocks,

e 3 user blocks (block 0 to 2) and one key block (block 3)

e Sector 0 block 0 cannot be used (contains manufactory data)

e Sector 0 block 1 and 2 can be used for the MAD.

e  Each block contains 16 bytes.

MIFARE 4k features

e  MIFARE 4k has a storing capacity of 4 KB of information (3480 Bytes).
e Unique serial number of 4 Bytes.

e 2 x48 bit keys per sector for key hierarchy.

e Data Retention is around 10 years.

e 40 sectors (or tracks).

e The first 32 sectors contain 4 blocks,

e 3 user blocks (block 0 to 2) and one key block (block 3)

e Sector 0 block 0 cannot be used (contains manufactory data)

e Sector 0 block 1 and 2 can be used for the MAD for sector 1 to 15.
e |ncase MAD is used, sector 16 block 0 to 2 contain the MAD

e information for sector 16 to 39.

e The last 8 sectors contain 16 blocks,

e 15 user blocks (block 0 to 14) and one key block (block 15).

e Block O key is for block 0 to 4

e Block 1 key is for block 5 to 9

e Block 2 key is for block 10 to 14

e Block 3 key is for block 15, which is the key block.

e Each block contains 16 bytes.
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Installing SC Mifare

Inventory Checklist

Mifare Reader, stand-alone or built-in a printer.

A Serial cable to connect the reader to your computer, (not for Zebra-Gemplus solution).
KeyCard (chipcard), containing the Mifare Keys, or Keyfile in the mifare directory.

If the Keys are stored on a Card select SCR331Chipcard reader for the KeyCard.

SC Mifare Software.

(=3 I <O <R

This software can be used for:

@ Classic Mifare 1k
@ Classic Mifare 4k

Installing SC Mifare

It is recommended to close all your applications before installing new software.

Select from a CD installation menu Encoding click on SC Mifare or run SCMifare.exe from (the root\fscommand
of) the CD.

The Install Shield wizard will begin which will guide you through the Installation.

InstallShield Wizard X

Welcome to the InstallShield Wizard for
ScreenCheck Mifare

The InstallShield® Wizard will install ScreenCheck, Mitare
an waur computer. To cantinue, click et

Mewt > | Cancel

Welcome to SC Mifare Setup

Click Next to proceed.

You must accept the license agreement to install the product.
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InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Prezs the PAGE DOWM key to zee the rest of the agreement.

Thiz document iz a legal agreement between the user, who iz the licenzee, and S
ScreenCheck B.Y.. By using thiz program, the licenzee iz obliged to fulfil the termz of thiz
agresment. |f you, the uzer, do not agree with the terms of thiz agreement, please return

this product in itz orginal package with payment receipt, within 14 days to vour retailer.

By paving the retail price, the buyer paps the Licenze fee to ScreenCheck B ..
ScreenCheck B.Y. grantz the licensee a non-exciugive nght - without the right to
sub-icense - to use this copy of the safbware on one zingle computer. ScreenCheck B Y.
regerves all rightz not specifically granted, and retaing title and ownerzhip of the software,
including all subzequent copies in any media.

L
Do wou accept all the termsz of the preceding License Agreement’? [F you chooze Mo, the
zetup will cloze. Toinstall ScreenCheck Mifare, vou must accept thiz agreement.

¢ Back ez Mo

License Agreement

Click Yes to proceed.

Enter a User Name and a Company Name, this information is necessary to register
the Mifare software.

InstallShield Wizard

Customer Information

Pleaze enter your infarmation.

Pleaze enter your name and the name of the company for whom you work.

Izer Mame:

5C

Cormpany Mame:

ISC

< Back Mest » | Cancel

Customer Information

Click Next to proceed.
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In the next wizard user you can choose between three different installation options:

@ Custom (custom installation)

@ Mifare DeChip (custom install for Cards&More)

@ Standard Mifare (standard installation for Digion24,GemPlus and IE
readers)

InstallShield Wizard
Setup Type

Choose the setup tupe that best suitz your needs.

Click the type of Setup you prefer.

Eisstan Dezcription

kifare DelChi Standard Mifare inztallation

eI A S | s.rpoting Digion24 and IE
readers

< Back Mewt = | Cancel

Setup Type

By default Standard Mifare is selected, click Next to proceed.

Choose a destination.
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InstallShield Wizard

Chooze Desitnation

Setup will install ScreenCheck Mifare in the following folder.

Toingtall to this folder, click Mest. Toinstall to a different folder, click Browse and select
another folder.

Destination Folder

C:ASCAMIF are Browsze.

¢ Back | Mext > | Cancel |

Choose destination path

The default path is C:\SC\Mifare, click Browse to select another destination.

Click Next to proceed.

InstallShield Wizard

Select Program Folder

Pleaze select a pragram folder.

Setup will add program icons to the Program Folder lizted below, You may twpe a new folder
name, or select one from the exizting folders list. Click Mext to continue.

Program Folders:
SC Mifard

Exizting Folders:

Adobe Dezign Premium C53 3
Adobe RoboHelp 7
Badget aker 5400
Badgetd aker G400
Bureau-accessoies
Del ‘Webcam

Del ‘wireless

inteliT'w AN Canon

|£

¢ Back Mewxt » | Cancel

Select Program Folder

Select a program folder. We advise to leave this default. Click Next to proceed.

If any changes are to be made before installing click Back, if satisfied with the settings click Next to begin
installing files.
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InstallShield Wizard

Start Copying Files

Review settings before copring files.

Setup has enough infarmation to ztart copying the program files. 1F you want to review or

change any zettings, click Back. [f pou are zatisfied with the zettings, click Mest to begin
copying files.

Current Settings:

Izer information:

M arne: SC
Compary:  5C

Destination:  C:ASCAMIFare

¢ Back Mewxt » | Cancel

Review setup

Click Next to begin installing files onto the computer.

Inztalling:
C:ASCAEMB400U pdateB mD b, dil

1002

To be able to print and encode cards user need to select a reader and a printer type you will be using.

In the next dialog you must select which reader will be used in conjunction with the SC Mifare plug-in.

Choose from the following:

IEMifare
Omnikey
SCR31DI

DigiOn24

©0e 00
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InstallShield Wizard

Setup Type

Choose the setup twpe that best suits pour needs.

|[EMitare , Gempluz, Omnikey, SCRIZD or Digiln2d MiFare reader

" |EMitare
e S,

" Ornikey
" SCR331DI
* Digi0nz4

Mest = | Cancel

Select type of reader

For example if you are using an Omnikey reader you must select Omnikey as shown below.

" |EMifare
—————

o+ Ormnikey
" SCR3310I
" Digi0n24

In the next dialog you must select which reader will be used in conjunction with the SC Mifare plug-in.
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InstallShield Wizard
Setup Type

Chooze the setup type that best suits pour needs.

o o
e L el o

" DMP Cx320 T
" DNP C120 fe" Other
" DMP Cx330

Meut » |

Are you uzing a G320, 0120, G330, P330;, P430i, Zebra Ethernet Printer or other printer

Cancel

Choose from the following:

DNP CX320
DNP CX120
DNP CX330
Other

©0 00

Select a printer from the list or choose Other and click Next to proceed.

InstallShield Wizard
Setup Type

Chooge the zetup type that best suits your needs.

kifare keys fram File or Cardreader

" File

{* Cardreader

Mest = |

Cancel
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Select if you are obtaining Mifare keys from a file or card. Click Next to proceed.

If you have an installation of BadgeMaker version 6.1 or earlier then you must follow the next
step to convert existing CHP files (encoding information files).

InstallShield Wizard

InstallShield Wizard Complete

The InztallShield Wizard has successfully inztalled
ScreenCheck Mifare. Click Finizh to exit the wizard.

[v Do you want ta start the CHP file converter program ?

Finizh |

After clicking Finish the screen below will appear.

SC convert CHP files

#* Click Corrvert bo convert the .CHP Files *¥

** Click Analyze to see which files have to be converted ** xqﬂn

Analyze Close

Click analyze to check if there are CHP files on user computer that need to be converted.
When there are files to convert click on Convert.

When there are no files to convert click on analyze to check again or close to close the screen.
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InstallShield Wizard

InstallShield Wizard Complete

The InstallShield wizard has successfully installed
ScreenCheck Mifare. Click Finizh to exit the wizard

[+ Check the MiFare reader and KeyCard riow

Finizh |

Select Check the Mifare reader and KeyCard now will test connection to the reader and keys to be used let the
box checked and then click on Finish.

If there are no errors the following dialog will be presented.

M SC Mifare System Test EI

SC Mifare system is ORI

(& = oF

System test success
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SC Mifare

#M sC Mifare (Card Serial Number: 3663279437 - 0xDA59354D)

File Reader Mifare Card Mifare bype  Page (4k) Help -— Top Menu
ot~ —qslal slxlslalel
Mifare Card Current Card; (40355904 Show Hexadecimal [ Use MaD Mifare Application
serial number Directory
Track | R..| Block 0 Block 1 Block. 2 k&
i s B G+
1 = 100001
2 +  Johngon David
3 = 100001
4 w  Software Develop z
5 g Encoded Data
g o - on chip
7 p
2 i
9 »
10 i
11 #
12 =
13 i
14 =
15 p
SC Mifare GUI

Selecting Mifare 1k or 4k

When creating a Mifare layout, the choice can be made between a Mifare 1k or 4k type. This only is applicable
to the standalone Mifare application.

For the standalone program the setting can be made in the program: From the top menu select Mifare type
and click 1K or 4K.

Mifare tvpe QEERERGLA]
Classic 1k
Classic 4k |
al

This is done with a setting in the ScMifareEnc.ini file located in the C:\SC\Mifare directory this entry is:
“MifareType= 0" for a Classic 1k card or “Keys = Card” (under the header [Mifare]).
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I sCMifareEnc.ini - Kladblok =13
Bestand Eewerken Opmaak EBeeld Help
InitTracks3=11111111 ;o Track 32 - Track 40 ~
ReaderpPort=1l -
: Supported Mifare Readers:
: 0 - Iolan (using ISI-SmartEncoder software)
H 1 - Triple-Eye PR2Z ; Digionz4 ; I.E.
i 2 - Cards & More DECHIP
ReaderType=1l
; supported reader dll's:
: Digionz4.dl]
H IEDLLMFC. dT1
3 Gemplus.dll
; SCR3310I.d11
: omnikey. dll £
ﬁeaderD11=Omnikey.d11
; mifareType 0 = Classic 1k
: 1 = Classic 4k
MifareType=0
; Mifarekeys File or cCard
keys=card
E printers with special mifare treatment
H DMNP 330
H DMP 320
H DNP 120
s
< >
—— S

The chosen selection will be stored in the ScMifareEnc.ini file. When the program is restarted, this will be
collected, so the last made selection is valid again.

Selecting Keys from card or file

This is done with a setting in the ScMifareEnc.ini file located in the C:\SC\Mifare directory this entry is: “Keys=
File” or “Keys = Card” (under the header [Mifare]).

I sCMifareEnc.ini - Kladblok M=E3
Bestand Bewerken ©Opmaak. Beeld Help

. 0 - Iolan (using IsSI-smartencoder softwar a
: 1 - Triple-Eye PR22Z ; Digion24 ; I.E. R
: 2 - Cards & More DECHIP
ReaderType=1

; supported reader dl]'s:
: pigionz4.dl1

: IEDLLMFC. d11

: Gemplus. d1]

i SCR331DT.d11

: omnikey. dl11

readerplT=omnikey. d1]

; mMifareType 0 = Classic 1k
: 1 = Classic 4k
MifareType=0 —
mifarekeys File or Card
eys=File
: Printers with special mifare treatment
; DNP 330
H DHP 320
: DNP 120
: Zebra P3307
: Zelbra P4301
: Zebra Performance Line Ethernet
; Misca-PRSZ200
i b
< | >
— =

ScMifareEnc.ini
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Working with KeyFiles

off]

A KeyFile containing Public-key 2 is installed in the SCMifare directory, so you can start encoding.

If you want to create your own keys, you can start the program ScKeyFileMifare.exe (Key-File generator). The

default logon password 1A1B1C1D1E1F. To change your password, click Change Password and follow the on
screen instructions.

Public keys 1 and 2 can be generated by selecting the Public key 1 or 2 button.

By double clicking a track row, you are presented with a dialog to fill in your own keys and access conditions for
the track. If you do not have specific keys required you can also choose Init Random.

If the keys displayed are correct you can write them to the keyfile with the Write keyfile button, then you have
to type an 8 character key which is used to encrypt your keyfile. There is also a possibility to read the current

keyfile, to be able to do this you must provide the 8 character encryption key which was provided when the
key file was written.

The generated keyfile is located in the C:\SC\Mifare directory and is called mifare.yek.

¥ C:\SC\MiFare X
'l;l

Bestand Bewerken Beeld Fawarigten  Extra e

Q'-.-'Drige - &9 ? /-_- ) Zoeken ¥

fdres (I CASC\MiFare W 33 naar
.ﬂ crypkopp.dil $ MEFCorwverter, exe
%] Digionz4.dl %] Omnikey.dl
.j:_l Gemplus.dil E] Releasehotes, txk
,_ﬂIEDLLMFC.dII Releasehlotes . bxk, bak

o ey ardTest.exe Efl 5C convert CHP files.exe
& Mcscm.d e ScMifare.exe
[Z] MiFare Errorcodes. bxt b scMifareEnc.ini
i pgstarted.pdf | %) SCR3F10LAI
I?J won-woff_readme, bxk

Mifare.yek

If you want to use a second keyfile you can rename the existing mifare.yek and then generate a new one.

Working with Keycard

Connect a card reader to the PC and use the keycards supplied by ScreenCheck.

Using the KeyCardTest.exe verify that both Mifare and Card reader are properly connected and are
functioning.

SC Mifare Settings

Use the SC Mifare plug-in application to setup the Mifare reader;
Identify the Reader placement using Reader>Settings.
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Settings E'

Reader placement; Stand Alone -
Inzide Printer

Auto Bead on Mew Card [
Usze Transport keps [

k. | Cancel

Select either Stand Alone or Inside Printer.

Setup Key Usage

Track Init KeySet: These are the keys shipped with your Mifare cards which the operator must specify in order
to initially gain access. These are stored in the 3" block of a track.

Read/Write KeySet: These are the keys you will specify to replace the default stored keys (specified in Track
Init Keyset) in the card.

Example

User Keys will replace Public Keys 2 as shown below.

Track Init KepSet: Public Keys 2 ﬂ

Read write KeySet:

If both Track Init KeySet and Read/Write KeySet are configured as the same same than no initialization will
occur.

Track Init KeySet: Public Feys 2 ﬂ

Read wiite KepSet:  |[ENE=N A=

Setting Track Init KeySet to Automatic is recommended as shown below.
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Key Usage
Track Init KepSet: ALtarnatic
Fieadffrite FepSet; |L|ser Feys j
Track. it Fead Wirite
 Kayh v Kayh " Keyp b
" EevB " keyB * EeyB
v “Yerify
Badgeh aker settings

Fead from |
Wirte ta

Cancel

Key Usage

Set Track Init KeySet to keys that are shipped with the empty cards. Select from the following Keysets:

Public Keys 1 (A0...A6)
Public Keys 2 (FF...FF)
User Keys

Automatic

©0 00

Set Track Init to Key A (this should work in most cases).

Track |nit
 Kend,
" KeyB

Set Read/Write KeySet to User Keys if you have customized your own keys or Public Keys 1 or 2 (a copy of the
KeyCard).

ReadMwfite KeySet: | Uszer Keps ﬂ

Configure Read and Write to Key A or Key B as required by the User Keys.
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Fead WTite

o Keph  Keph

" KeyB * KeyB
v Weiify

Enable/Check Verify if you want to verify each write action (recommended).

WTite
7 Keyd
% KeyH

When all settings are correct, click Write to (test) ensuring BadgeMaker will use these settings.

Badgetaker zettings

Fiead from |
fribe b |

Testing with a Stand Alone reader

Select él New Card from the toolbar, or from the SC Mifare menu select Mifare Card and click New Card.

Place a Mifare Card on the reader.

The Card Serial Number will be displayed on the screen.
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File Reader Mifare Card Mifare type Page {4k} Help

ﬁlnl él%@l@l&l‘la@l _%J Reversed
Show Hexadecimal [ Use MaD [
Track | F..| Block 0 | Black 1 | Block 2 |

I n . e o
Mifare serial number

Click %I Select All from the toolbar, or from the Mifare Card menu click Select All.

% SC Mifare (Card Serial Number: 3663279437 - 0xDA59354D) [X]|
File Reader Mifare Card Mifare bype Page (4k) Help

(e 2|2 5|

Current Card: |4D3555|D,£'-, Show Hexadecimal [ Usze MaD [
Track | F.. Elock D | Elock 1 | Elock 2 I

n
1
:
5
B
3

10

Select All tracks

Select i&_i Initialize from the toolbar, or from the Mifare Card menu. A counter will show the progress while
the tracks are initialized.

» Use Initialize only if needed or required to change the keys in the mifare card. If the keys stored in the
card are the same as the selected/configured read/write keys, this action is not necessary.

Card Encoding

Imitializing Track 7

Pleasze \Wai. ..

Cancel

Initializing tracks

Page 19 of 23



SCREEN
C

=C(

Select ﬂ Read from the toolbar, or from the Mifare Card menu. A counter will show the progress while the
tracks are read.

The read information is displayed on the screen.

H SC Mifare (Card Serial Number: 3663279437 = OxDA59354D) [5__<|
File Reader Mifare Card Mifare tvpe Page (4k) Help

S 222 5

Current Card: A Show Hexadecimal [ Uss MAD [
Track | R... Block 0 Block 1 Block 2 b AD

1] » _vBM_ G_o+u_

1 » 100001

2 » Johnzon Dawvid o

3 » 100007

4 »  Software Develop z i

[} S

=]

7 #

g B3

9 S

10 S

11 S

12 =

13 B3

14 S

15 S

Track Information

To view the data in Hexadecimal format, check Show Hexadecimal.

H S5C Mifare (Card Serial Mumber: 3663279437 = 0xDA59354D)
File Reader Mifare Card Mifare tvpe Page (4k) Help

| &[=eee 5

Current Card: |4D3559D,£‘-, Show Hexadecimal | Use WMaD [
| Track | R..| Block 0 Block 1 Block 2 &
n w  “Ehd [

Show in hexadecimal format

The read information is displayed on the screen in hexadecimal format.
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2 SC Mifare (Card Serial Number: 3663279437 - 0xDA59354D) [X]

File Reader Mifare Card Mifare tvpe  Page (4k)  Help
(> &2 B

Current Card: (40255904 Show Heradecimal | Uze MaD [

Track | R..| Block 0 Block 1
1] » DARIIRADFERE040047 CT 2B Y5 D1 000807 0000000000
1 x 2123030303037 0000 00 00 Q0 0000 0000 01 Q0o 0203000
2 » JABFEEGE 7IEFEBE 204461 YERI 4000000 0000000000
K] » 313030303031 00000000 000000000000 00 00000000 o
4 » HBIEFBEV4VFE1 F2ER 204465 YEEREBCRF Y0 FA 000000000
4] 00000000 00000000 00 Q0 Q0 00 00 00 00 00 Q000000000
B » 00000000 000000000000 000000000000 00 000000 00 o
7 » 00000000 000000000000 000000000000 00 000000 00 o
a » 00000000 000000000000 000000000000 0000000000 o
q » 00000000 000000000000 000000000000 00 000000 00 o
10 » 00000000 000000000000 000000000000 00 000000 00 o
11 » 00000000 000000000000 000000000000 00 000000 00 o
12 » 00000000 000000000000 000000000000 0000000000 o
13 % 00000000 000000000000 000000000000 00 000000 00 o
14 » 00000000 000000000000 000000 000000 00 000000 00 o
15  » 00000000 000000000000 000000000000 00 000000 00 o

< >

Show Hexadecimal

To view data configured in conjunction with MAD, Mifare Application Directory, check Use MAD.

3

&M SC Mifare (Card Serial Number: 3663279437 - 0xDA59354D)

File FReader Mifare Card Mifare bvpe  Page (k) Help
=|d| 124 B
Current Card: [40355304  Show Hexadecimal [ Usze MaD [
|Trau:k R... Block 0 Block 1 Block 2 tAD
n = “Ehd =
Use MAD

Testing Mifare with a Stand Alone Reader

Select New Card from the toolbarﬂ, or from the Mifare Card menu click New Card.
Place a Mifare Card on the reader.

The Card Serial Number will be displayed on the screen.

M SC Mifare [Card Serial Number: 3663279437 = 0xDA59354D)

Click Select all from the toolbar%, or from the Mifare Card menu click Select All.
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Select Initialize from the toolbarE, or from the Mifare Card menu click Initialize. A counter will show the
progress while the tracks are being initialized.

B Use Initialize only if needed or required to change the keys in the mifare card. If the keys stored in the
card are the same as the selected/configured read/write keys, this action is not necessary.

Select Read from the toolbarlﬁi or the from Mifare Card menu click Read. A counter will show the progress
while the tracks are read.

The read information from the card is displayed on the screen. To view the data in Hexadecimal format, check
Show Hexadecimal, and enlarge the window.

M sc mifare (Card Serial Number: 3663279437 = OxDA5935... Pg|

File Reader Mifare Card Mifare bvpe  Page (dk)  Help
=" 3= [so 5
Current Card: [4D3554904  Show Hexadecimal [ Usze MaD [
Track | A... Block D Block 1 Block 2

i] w AW G_+y

1 » 100001

2 » Johnson David___

3 » 100001

4 3 Software Develop z

5 »

B »

7 *»

a *

3 »

m =

11 *

12 =

13 =

L

1% =
< >

Results

Testing Mifare with a Reader inside a Printer

Place a Mifare Card into the Card Hopper.

Select New Card from the toolbar@, or from the Mifare Card menu click New Card.
The card is then fed into the reader.

The Card Serial Number will be displayed on the screen.

2™ SC Mifare [Card Serial Number: 3663279437 = 0xDA59354D)

Click Select all from the toolbar%, or from the Mifare Card menu click Select All.

Select New Card from the toolbarﬂ, or from the Mifare Card menu click New Card. The card is moved to
the encode position inside the printer which then can be read by the onboard reader.
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Select Initialize from the toolbarE, or from the Mifare Card menu click Initialize. A counter will show the
progress while the tracks are being initialized. Initializing the card will replace old keys with newer keys, this

occurs in the 3" block of a track.

Data can now be written onto the track of choice. Select Write from the toolbar to write data to a track ﬁ

Select Read from the tooIbar|£J, or the from Mifare Card menu click Read. A counter will show the progress

while the tracks are read.

The read information from the card is displayed on the screen. To view the data in Hexadecimal format, check

Show Hexadecimal, and enlarge the window.

™ SC Mifare (Card Serial Number: 3663279437 - OxDA5935... E|

File Readsr Mifare Card Mifare bype  Page (dk)  Help
=d &x|ee] 5
Current Card: 40355904, Show Heradecimal [ Use MAD [
Track | RA.. Black O Block 1 Block 2

0 » B G_+u

1 » 100001

2 s Johnzon David

3 » 100001

4 s Software Develop z

] *

5 »

7 »

g »

9 *

m =

1 »

12 »

13 =

14 »

15 =
<

Results
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